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Abstract: Financial fraud and password theft from phishing attempts cost people and organizations billions of dollars annually.
Blocklists and basic heuristics struggle to identify advanced phishing sites with real URLSs and high-quality content. This study
developed a hybrid machine learning system for real-time phishing detection that leverages URL- and content-based features.
The overall technique used PhiUSIIL, 235,795 URLs, and 56 features for data pretreatment, feature engineering, and model
tuning. Stratified cross-validation trained and compared Random Forest and XGBoost ensemble learning algorithms to evaluate
their performance. The hybrid system examined 25 URLSs (lexical patterns, domain properties, and structural properties) and
29 content (HTML structure, JavaScript behaviour, form elements, and metadata). XGBoost beat Random Forest with 99.98
test accuracy and false-positive and false-negative error rates of 0.0049% and 0.0462%, respectively. Analysis of significance.
HasSocialNet alone has 39.54% discriminative power, whereas content-based qualities have 65.1%. Comparing the hybrid
model to URL-only baselines improved error by 60%. The computational performance analysis demonstrated real-time
performance with an inference delay of less than 20 milliseconds and efficient batch processing. The six-dimensional usability
test averaged 9.2/10. This study suggests that hybrid machine learning algorithms can detect phishing, explain the
discriminative feature hierarchy, and solve cybersecurity problems.
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1. Introduction

The rapid increase in internet use and digital transactions has transformed the world in communication, trade, and information
sharing. Nevertheless, this digital revolution has also created unprecedented opportunities for cybercriminals to exploit innocent
internet users through various malicious practices [93]. Phishing attacks, among the most common and harmful types of
cybercrime, have cost organisations and individuals billions of dollars annually and expropriated highly personal and financial
data [6]. In phishing attacks, it can be inferred that it is an invasive strategy by companies to systematically acquire information
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from users and the public, using hacking tools to sabotage economic activity [27]. These attacks aim to gain access to sensitive
information by pretending to be legitimate, stealing valuable documents and data that can be used to make a deception.

In most cases, it is just an example of using the website as a marketing tool to trick people into entering their sensitive
information. Phishing is based on the concept of social engineering. Hackers hijack legitimate-looking websites to acquire
sensitive information from users [33]. Recent cybersecurity reports indicate a high rate of phishing attacks worldwide [72].
They are available on a broad range of sites, including commercial, consumer, and specialized retailers [35]. Phishing nowadays
accounts for a significant share of data breaches worldwide. The existing techniques for dealing with phishing websites have
enabled their proliferation to become highly complex and to consume significant resources. Machine learning has shown
potential for combating phishing attacks; however, it lacks the sophisticated technology to distinguish between suspicious and
legitimate sites [46]. The current machine learning detection frameworks rely exclusively on URL-based features, which makes
them unable to handle advanced attacks that exploit improperly coded URLs and apparently valid domain names [86].

1.1. Statement of the Problem

Phishing attacks remain a significant concern worldwide because current detection methods are unable to mitigate them. The
URL-based methods tend to be unsuccessful against advanced phishing websites with valid-looking URLSs, shortened URLS,
or hijacked domains, and against the disregard of relevant cues in webpage messages, design, and user-interactive features.
Blacklist-based technologies also cannot keep up with newly established phishing websites due to lagging updates, enabling
attacks to succeed before protection is put in place [45]. Another issue is the gap between high-accuracy research models and
deployable solutions that can be used in real time [67]. The drawbacks continue to cause financial losses, identity theft, and a
loss of trust in online platforms, underscoring the dire need for smart, hybrid phishing detectors.

1.2. Aim and Objectives
1.2.1. Aim

This paper will create a hybrid machine learning system capable of detecting phishing websites using both URL - and content-
based attributes. It will deploy it as a working web application to detect phishing websites in real time.

1.2.2. Objectives
To meet the given objective, the following specific objectives are set:

e To review the current literature about phishing detection methods, machine learning, and feature engineering
approaches applicable to cybersecurity applications.

e To harvest datasets with a complete set of phishing sites and legitimate websites from publicly available sources,
such as the UCI Machine Learning Repository.

e Todevelop and deploy a feature extraction system that adds both URL-based (domain characteristics, URL structure,
suspicious patterns, etc.) and content-based (HTML structure, elements of a form, text characteristics, and script
analysis) features.

e To train and optimize hybrid machine learning models based on the Random Forest and XGBoost algorithms.

e To assess and compare the performance of developed models across various metrics such as accuracy, precision,
recall, F1-score, and ROC-AUC, to determine the effectiveness of the developed models over single-feature baseline
models.

e To implement the most efficient model in a convenient Flask-based web application that allows real-time phishing
website identification and delivers its findings to end-users in a way that is easy to interpret.

e To confirm the real-world applicability and functionality of the implemented system by testing real-life URLS,
detection speed, and accuracy.

1.3. Research Questions
The research questions in this paper are as follows:
e What do you think are the most dramatic URL and content-based capabilities that distinguish phishing sites and
legitimate sites?

e What is the performance of hybrid machine learning models (using both URL feature and content feature) relative to
models using URL-based feature only in the detection of phishing?
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¢  What machine learning algorithm, including Random Forest or XGBoost, performs better in terms of performance in
detecting phishing based on hybrid features?

o What features and model parameters should be preferred to maximize detection accuracy with minimum false
positives and false negatives?

e What is the best way to deploy a trained machine learning model as a practical, real-time, and accessible web-based
application to non-technical users?

e How quickly can the deployed hybrid model respond to and identify real-time phishing?

1.4. Significance of the Study

The study can contribute to the academic and practitioner fields of the cybersecurity ecosystem. In the context of cybersecurity
research, it contributes to the state of the art in phishing detection by demonstrating the efficiency of hybrid methods that
combine URL-based and content-based features and is empirically supported by ensemble machine learning assessment and
feature importance analysis. For organizations and enterprises, the suggested system provides a deployable, real-time solution
that enables them to limit financial losses and avoid data breaches, and to safeguard their brand reputation by proactively
mitigating threats.

An individual internet user benefits from an easily accessible web application that allows instant URL checking, helping limit
exposure to identity theft and financial fraud. To the academic community, the study is a systematic case study in applied
machine learning for cybersecurity that addresses the entire system lifecycle, including feature engineering and deployment.
The research also contributes to the development of web security tools by demonstrating how lightweight web applications can
be practically deployed, and to policy and awareness activities by revealing important phishing indicators that can inform
effective training and policymaking.

1.5. Scope and Limitations of the Study
1.5.1. Scope
This paper is particularly concerned with:

Phishing websites were detected using URL and content-based features extracted from publicly accessible web pages.
Websites exclusively in English, to be consistent in extracting features using texts.

Binary (phishing and legitimate) classification with no classification of phishing types.

Random Forest and XGBoost are ensemble machine learning algorithms.

Web application development and deployment based on the Flask framework.

Individual URL verification, real-time verification of URLs, publicly available datasets, and freely accessible
legitimate websites.

1.5.2. Limitations

Despite its strengths, this study has several limitations. It relies on publicly available, primarily English-language datasets that
may not capture emerging phishing techniques. Model performance can degrade over time without retraining. Some phishing
sites restrict automated access, affecting content analysis. Content-based detection introduces latency, may result in false
positives, and advanced behavioral features and production-level deployment considerations are beyond the study’s scope.

2. Literature Review

Alhuzali et al. [4] emphasised that phishing is a form of cyberattack in which fraudsters attempt to steal sensitive information
by impersonating trusted parties via electronic media. Even phishing-related attacks, which have emerged in the modern world,
have become much more dangerous than email scams and exhibit multi-channel characteristics [40]. The current phishing has
evolved into a more complex, campaign-based approach that leverages multi-channel exploitation to exploit human psychology
and technological vulnerabilities, as highlighted by Birthriya et al. [18]. Nevertheless, the current literature is largely limited to
email-based phishing, and there is little understanding of the new threats posed by instant messaging, social media, and mobile
applications, thereby creating a gap in knowledge of multi-channel phishing detection strategies. The research conducted by
Tandale and Pawar [81] revealed several variants of phishing, differing in targeting approach and techniques. Spear phishing
is a very specific attack targeting a specific person or organization and, by default, involves personal information to enhance
trust and success rates.
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According to Chaudhuri [22], clone phishing is a replica of a real message that substitutes the authentic links with malicious
ones. Although different types of phishing have been identified, there are no effective detection systems that can distinguish
between spear phishing, clone phishing, and other types, suggesting that phishing variant detection should be performed on a
variant-specific basis. Abdullah et al. [1] aver that phishing activities have, over the past decade, become highly sophisticated
with advances in technology and the professionalization of cybercrime. The initial instances of phishing were very rudimentary
and featured glaring grammatical errors, suspicious signatories, and design inconsistencies that could be readily identified, as
noted by Osamor et al. [59]. Alkhalil et al. [6] noted that new phishing attacks are using advanced social engineering tricks,
legitimate infrastructure (cloud services and content delivery networks), and advanced obfuscation to evade detection systems.

Although they have reported the evolving sophistication of phishing, most studies do not include a longitudinal examination of
the need for detection systems to adapt over time, creating a knowledge gap about the dynamic nature of the relationship
between evolving attacks and detection systems. According to Alkhalil et al. [6], contemporary phishing websites have also
adopted HTTPS encryption, which was previously considered a key indicator of legitimacy, invalidating traditional user
training methods for identifying whether they are communicating with a secure site. This has enabled fraudsters to obtain
authentic SSL certificates from automated certificate authorities systematically and create encrypted connections that provide
a deceptive sense of assurance to an unsuspecting victim [87]. In addition, the widespread use of website builders and template
services has enabled attackers to create visually appealing replicas of authoritative websites with relative ease. Although studies
have recognized that HTTPS is no longer an effective indicator of legitimacy, few have developed alternative security indicators
and holistic systems for assessing website authenticity beyond conventional SSL verification, creating a significant research

gap.

Mobile phishing is now a significant threat category that exploits the short screen space and interface limitations of mobile
phones, making URL validation more difficult. The advent of instant messaging apps and social media as the means of
communication has augmented the attack surface beyond traditional email-based phishing. Attackers actively use artificial
intelligence and machine learning to personalise their campaigns and adapt evasion strategies in response to defensive measures
[65]. The study of mobile-specialized phishing detection remains scarce, especially regarding the specifics of mobile interfaces
and app-based phishing, suggesting that mobile-optimized phishing detection models are required; the present research is
expected to fill this gap. The world has seen an increase in phishing attacks on both the financial and operational fronts, affecting
individuals, organizations, and governments across sectors, as noted by Althobaiti and Alsufyani [7].

The most common method of attack, as indicated by industry sources regularly employed to gain access to data, is phishing,
and it is believed that phishing attacks have a high rate of reported attacks [57]. According to Althobaiti and Alsufyani [7], the
costs of a successful phishing attack on businesses include direct financial losses, incident response costs, regulatory fines,
reputational damage, and productivity losses during the recovery phase. Although research reports the financial consequences
of phishing, the cost-benefit analysis of deploying advanced machine learning-based detection systems is limited, hindering
organizations from making serious investment decisions in state-of-the-art detection systems. Research has found that phishing
success rates vary widely depending on the sophistication of the attack and the nature of the target. High-quality spear-phishing
attacks are much more successful than undifferentiated mass campaigns.

A successful phishing attempt can trick us, even the most cybersecurity aware individuals, as the studies on user vulnerability
indicate that even when under stress, when time is of the essence, or when they get the message they expect to get, even the
most cybersecurity aware individuals can become a victim of a successful phishing attack. The growth of credential-harvesting
attacks has spawned substantial secondary markets for stolen information, which in turn stimulate further investment in
phishing infrastructure and techniques [29]; [17]. Although the factors of human vulnerability have been identified, very few
studies incorporate psychological and contextual variables into machine learning-based detection systems, offering an
opportunity to develop models that consider patterns in user behaviour.

2.1. Approaches for Phishing Detection

The following diagram will show the primary types of phishing detection methods. The taxonomy displays four main
methodologies: (1) Blacklist-Based Detection that depends on databases of already known malicious URLS; (2) Heuristic-
Based Detection that uses rule-based systems to detect suspicious features of websites; (3) Visual Similarity-Based Detection
that compares visual appearance of websites to detect cases of impersonation; and (4) Machine Learning-Based Detection that
depends on algorithms to learn the patterns that distinguish between phishing websites and legitimate websites. The illustration
shows how simple reactive measures (blacklists) have evolved into more advanced proactive technologies (machine learning),
which serve as a reference point for combining detection strategies to form a complete security system (Figure 1).
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Figure 1: Phishing detection approaches
2.1.1. Blacklist-Based Detection

Azeez et al. [13] emphasized that blacklist-based detection is among the oldest and most widely used systems to avert phishing,
as it relies on lists of malicious URLs maintained by security agencies and browser manufacturers. Upon users accessing a
URL, the system queries the blocklist database. It blocks it if a match is found in Google Safe Browsing, PhishTank, OpenPhish,
and certain proprietary industry databases. These are the most popular blocklist services. Nonetheless, very little has been done
on how to optimise the frequency of blocklist updates and to make the various mechanisms for sharing threat intelligence work
collaboratively, thereby increasing the responsiveness and coverage of blacklist-based systems. Although blocklist methods are
widely used and implemented, they have inherent weaknesses that limit their effectiveness against evolving threats. Research
indicates that most phishing sites use cloaking tools to conceal their actual phishing pages from bots and web crawlers, thereby
evading blocklists. The very fact that a vast number of new phishing sites are being created every day presents a difficult scaling
problem for manual verification.

Hackers are bypassing blocklists through various methods, including URL obfuscation, fast-flux DNS, and disposable domains
[28]; [83]. Although such limitations are well documented, the literature has suggested only a few hybrid solutions that integrate
blocklisting systems with real-time machine learning detection to address the zero-day vulnerability window, which may
indicate a potential direction for this study. The literature exploring the weaknesses of Anti-Phishing blocklists indicates a
thorough security analysis of anti-phishing blocklists and of feature-based cloaking and transport layer security (TLS) as a
cloaking method that exploits the vulnerabilities of automated detection systems [50]. Blocklisting is reactive and limited in
identifying zero-day phishing before it is reported and confirmed, exposing users to this dangerous phase [85]. In addition,
attackers tend to employ a domain generation algorithm and a fast-flux network to evade detection by blocklists by continuously
changing URLs and hosting infrastructure [24]. The machine-learning-based predictive blocklisting research is
underdeveloped, a gap that can greatly shorten the time frame for vulnerability.

2.1.2. Heuristic-Based Detection
Shabudin et al. [61] emphasized that heuristic-based detection relies on rule-based systems that compare website characteristics

against known indicators of phishing activity. Such systems typically analyze URL structure, domain, and page data, and other
technical characteristics to detect suspicious patterns. Other heuristic rules evaluate the length and complexity of the URL, the
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age of the domain registration, the validity of the SSL certificate, the presence of forms requesting sensitive information such
as passwords and credit card details, and the balance between external and internal links. Dang and Wang [25] described that
heuristic-based solutions can be useful for detecting new phishing sites by considering static features such as keywords and
URL structure. They can improve detection rates over traditional blocklist solutions while remaining computationally
affordable to deploy in real time. Despite their effectiveness, heuristic-based systems lack adaptive mechanisms to
automatically update rules in response to emerging attack patterns, necessitating research into self-learning heuristic
frameworks that can evolve without manual intervention. Studies have developed many heuristic models with varying rule sets
and weight distributions to balance detection accuracy and false-positive rates [47]; [31].

Early heuristic systems showed moderate success but were susceptible to attacks that intentionally avoid detection patterns.
Kalla et al. [42] investigated the impact of the heuristic approach to cyber threat detection. This method poses sustainability
challenges due to the changing nature of attack techniques. Research comparing the long-term sustainability and maintenance
costs of heuristic systems versus machine learning approaches is limited, creating a gap in understanding the total cost of
ownership across detection methodologies. Experiments comparing systems based on heuristics show significant variation in
performance depending on the choice of rules and the weighting strategies [30]. Although certain heuristic strategies may be
reasonably accurate when applied to familiar attack patterns, they generally do not work with new techniques that were
unforeseen when the rules were drawn up. The inflexibility of rule-based systems limits their ability to respond to new threats,
requiring explicit updates rather than analyzing data patterns [8]. Dang and Wang [25] noted that multi-rule systems, such as
combination methods combining several heuristic frameworks, are better performing than single-rule systems but are more
computationally complex and more demanding in terms of maintenance. The lack of comprehensive frameworks for
systematically evaluating and optimizing heuristic rule sets across diverse phishing scenarios represents a research gap that
limits the practical applicability of heuristic-based detection.

2.1.3. Visual Similarity-Based Detection
Visual similarity detection algorithms are used to detect phishing by comparing suspicious websites to known legitimate ones.
If phishing websites must appear as close as possible to the sites they impersonate to be believable. These systems generally

capture screen shots or examine the DOM structure to evaluate visual similarity using several measures, such as pixel-by-pixel
comparison, indices of structural similarity, or perceptual hash algorithms [60]; [69].

P

E-mail

Mail server

— D Block level similarity
Suspected

domains Suspected Visual features

webpages extractor
Layout similarity ‘

Phishing report
Style similarity

Visual features
extractor

Protected Suspected
domains webpages
Figure 2: Architecture of visual similarity-based detection
However, research on real-time visual similarity detection that can handle dynamic web content and responsive designs remains

insufficient, limiting the practical deployment of visual-based detection systems. The following architectural diagram illustrates
the process of visual similarity-based phishing detection systems. This is done by capturing the suspicious site as an image,
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after which Screenshot Capture takes place. Then comes Feature Extraction, which examines visual features such as layout
structure, colour scheme, logo and text positioning. These extracted features are then compared against a database of legitimate
website profiles using one of the following metrics: structural similarity index (SSIM), perceptual hashing, or deep learning-
based image comparison. Lastly, the Classification Decision determines the site's similarity thresholds as phishing. The
architecture shows how phishing can be identified through visual analysis of the site, even when the URL and content-based
characteristics are not used to detect deception. Figure 2 supports the advantages (detection of visual spoofing) and
disadvantages (computational complexity, susceptibility to layout spoofing) of this method. Li et al. [51] noted several
limitations that limit its use, even though visual similarity detectors offer the benefit of detecting visually persuasive phishing
pages. Visual analysis poses computational challenges that introduce latency in real-time detection, especially when used to
search large databases of legitimate web pages. Tricks can minimise visual similarity that attackers can use to mislead users,
such as repositioning strategic elements, modifying the colour scheme, and cherry-picking. Furthermore, legitimate sites are
often redesigned and their brands updated, so it is necessary to maintain the database to prevent false positives. Research on
automated database maintenance systems and efficient indexing mechanisms for visual similarity detection remains limited,
presenting an opportunity to improve the scalability and practicality of visual-based approaches.

2.1.4. Machine Learning-Based Detection

Kavya and Sumathi [45] highlighted that machine learning-based phishing detection is now the new research paradigm, offering
advantages over traditional methods due to its flexibility, scalability, and detection accuracy. Such systems are trained to
distinguish between phishing and legitimate websites using patterns in the training data rather than manually written rules,
enabling them to adapt to new attack patterns automatically. Classical, ensemble, and deep learning models are only a few
examples of the families of algorithms that comprise machine learning. Although machine learning-based detection is
promising, limited research has compared hybrid models that integrate multiple feature types (URL, content, and behavioural)
and ensemble algorithms, which this study will address. Zamir et al. [92] note that machine learning has been applied to detect
phishing, and many algorithms and features have been explored. Initial studies used simple classifiers such as Naive Bayes and
decision trees, demonstrating that even primitive machine learning could achieve reasonable detection rates [52]. The next step
in the algorithm was to use more sophisticated methods, such as Support Vector Machines, which are more effective when the
feature space is linearly separable, and ensemble methods that integrate multiple classifiers to enhance efficiency and accuracy
[32].

Nevertheless, only a limited number of comparative studies directly addressed ensemble techniques (Random Forest vs
XGBoost) in hybrid feature-based phishing detection, a key gap the present study aims to address. Designing feature
engineering components for machine learning-based detection has been a highly popular field of research, as the efficiency of
models depends heavily on the quality of input features [55]. Recent studies of feature engineering have investigated URL-
based features (such as lexical, domain, and structural features) and content-based features (such as HTML tags parsing and
JavaScript analysis Multi-feature-based hybrid approaches have always shown superiority when compared to single-feature-
based approaches, and this is the reason why researchers want to explore the use of feature full-sets further [9]. Although the
significance of hybrid features has been acknowledged, no systematic approaches to feature selection and optimisation in hybrid
URL-content systems have yet been developed, underscoring the need for research on optimal feature engineering procedures.

2.2. Algorithms of Machine Learning for Phishing Detection
2.2.1. Classical Machine Learning Approaches

Classical machine learning approaches have been a cornerstone of the phishing detection literature, and many research works
have investigated their performance across different feature sets and data environments [58]. Decision trees offer interpretability
benefits by providing transparency into opaque decision logic, enabling human security analysts to comprehend classification
rules [52]. Studies that have used decision trees for phishing detection often report weak classification performance, limited by
the tendency to overfit on the training data and the difficulty in detecting complex non-linear relationships [21]. While classical
approaches provide baseline performance, research on optimizing these methods for real-time deployment with minimal
computational overhead is limited, suggesting potential to improve their practical applicability. Naive Bayes classifiers assume
feature independence and use a probability-based framework for classification, which is computationally efficient and can be
used in real time [66]. Similar results are also reported in prior studies using Naive Bayes-based classification for phishing
detection, where performance is highly sensitive to the validity of the independence assumptions underlying the chosen feature
set [61].

The SVMSs” ability to find the best separating hyperplane between projected domain instances and their strong generalizability,

owing to their strong optimality theory, make them suitable for discriminating between phishing and benign high-dimensional
feature spaces [62]. Results on the testbench. Sources: Large-scale SVM applications to phishing detection have demonstrated
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competitive performance, especially when feature selection is used as the first pre-processing step [78]. Despite their historical
significance, few recent studies have explored how to enhance classical algorithms with modern feature engineering techniques,
thereby presenting an opportunity to revitalise these computationally efficient approaches. Lakshmi [49] highlighted that K-
Nearest Neighbours belongs to the category of instance-based learning methods, which classify sites based on their similarity
to examples, and that it has the characteristics of simplicity and flexibility. Assegie [12] found that KNN-based phishing
detection methods have achieved high accuracy but at the cost of high computational workloads and sensitivity to distance
metrics and feature scaling. Logistic regression also yields classification probabilities and is useful for risk prediction, with
some studies showing superior performance, especially when the problem is linearly separable. Still, it has limited expressive
power for grasping. Research comparing the cost-effectiveness and deployment feasibility of classical versus ensemble methods
in resource-constrained environments is limited, presenting a gap for organizations with limited computational resources.

2.2.2. Ensemble Learning Methods

Chen et al. [23] emphasised that ensemble learning combines multiple models, including random forests, support vector
machines, and others, to build a better predictor and achieve better performance than using a single model. Many recent studies
on phishing detection employ ensemble methods due to their high performance in cybersecurity; for instance, Budoen et al.
[20] conducted a comparative study of ensemble techniques in phishing detection. This study used an ensemble method
combining multiple machine learning methods to improve phishing detection performance. Salah et al. [70] stated the
effectiveness of the ensemble approach in detecting and preventing phishing attacks. Stylianou et al. [79] noted that phishing
is a persistent threat. However, detecting phishing attacks involves a mix of human psychology and machine learning. While
ensemble methods show superior performance, systematic studies on optimal ensemble configurations and hyperparameter
tuning for phishing detection specifically are limited, suggesting a need for comprehensive optimization frameworks. Wang et
al. [63] emphasized that the Random Forest algorithm is an ensemble method that uses decision trees as classifiers. However,
random forests consist of multiple decision trees (Figure 3).
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Figure 3: Random forest denoting the use of bagging to construct ensembles of randomized decision trees and bagging using
a bootstrap technique to derive multiple datasets from one initial dataset to train multiple base learners

Aljofey et al. [5] emphasized that Random Forest is considered among the top classifiers in terms of high accuracy across the
datasets with varying types and sizes, as well as built-in features that are added, which help investigators to reverse-engineer
the decision process of a model and identify the phishing attack factors and make phishing attacks less likely to pass through
its tests. Despite Random Forest’s proven effectiveness, research on interpretability techniques for phishing detection that
explain feature importance to non-technical users remains insufficient, limiting adoption by organisations without data science
expertise. Imani et al. [38] stated that random forests are a sophisticated ensemble learning methodology that utilizes decision
tree ensembles for classification tasks, yielding a predictive outcome derived from the consensus across the multitude of trees.
This involves training large numbers of decision trees, an extension of bagged decision trees that is considered a random
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decision forest, as highlighted by Kumar et al. [48]. While the theoretical foundations of Random Forests are well established,
practical guidance on balancing model complexity, training time, and detection accuracy for production deployment is limited,
creating challenges for real-world implementation. This diagram shows the architecture and working mechanism of the Random
Forest algorithm. This starts with the Original Dataset at the top, and then this is bootstrapped (bagged) to form several random
subsets of data. One of the subsets is trained on a single Decision Tree, depicted in the diagram's middle layer.

The important aspects of the random forest are discussed: (1) Bootstrap Sampling, which involves the creation of varying
training sets by randomly sampling with replacement, (2) Random Feature Selection, which means that only a random subset
of features is considered at each split by the tree, and (3) Multiple Trees, which are independently trained in parallel. In the
prediction, the decision trees generate their own classification outcomes (Phishing or Legitimate), and the Final Prediction is
obtained by majority voting across all trees. This group method greatly mitigates overfitting experienced by single decision
trees, enhances prediction accuracy through collective intelligence, and delivers sound predictions despite poor-quality or
missing data. The diagram is quite effective in showing how the Random Forest is specifically appropriate for phishing
detection, where feature patterns and decision boundaries are complex and thus require robust, multi-perspective analysis.
Imani et al. [38] also highlighted that random forests achieve high performance metrics that outperform those of other single
decision tree models. The efficacy of random forests depends on the specific attributes of the dataset. Random forests generate
multiple subsets from the original training set via bootstrap sampling, which implements bagging, known as the Bootstrap
Aggregating strategy, within the algorithm's structure, as noted by Syam and Kaul [80]. Random forests are computationally
efficient and well-suited to high-dimensional data, making them suitable for practical deployment due to their high resistance
to overfitting, as highlighted by Salman et al. [71]. Although Random Forest demonstrates strong performance, comprehensive
comparisons with XGBoost specifically for hybrid feature-based phishing detection using identical datasets and evaluation
metrics are scarce, representing a critical gap that this study addresses by providing a direct empirical comparison.

2.2.3. Deep Learning Approaches in Phishing Detection

Deep learning methods have come into the limelight as potent tools for detecting phishing and can automatically learn
hierarchical feature representations from raw data without manual feature engineering. Convolutional Neural Networks (CNNs)
were successfully used to review screenshots of websites and HTML structures and to learn visual and structural patterns
associated with a phishing attack [51]. It has been proven that CNNs achieve high accuracy because they process visual data
and extract subtle patterns beyond the reach of conventional algorithms. Recurrent Neural Networks (RNNs) and Long Short-
Term Memory (LSTM) models have demonstrated effectiveness in analyzing sequential data (e.g., URL character sequences
or HTML token streams) and understanding the temporal dependencies typical of phishing websites [45]. The training
complexity and computational requirements of deep learning models, however, pose a challenge for real-time applications in
resource-constrained environments, creating a gap between theoretical performance and practical applicability. More recent
work has investigated hybrid deep learning architectures that can combine the complementary strengths of different network
types. For example, the spatial feature extractor of CNNs combined with the sequential pattern recognizer of LSTMSs is more
accurate at detecting features than one-architecture counterparts [57].

Methods of transfer learning have also been explored, in which pre-trained models on large image datasets are fine-tuned for a
phishing detection task, eliminating the need to train on large volumes of data and to perform computationally demanding tasks
[7]. Deep learning models have also been equipped with attention mechanisms to focus on the most important features for
detecting phishing, thereby enhancing accuracy and interpretability [65]. Despite these developments, the scope of studies on
lightweight deep learning architectures, with a special focus on phishing detection, remains sparse, especially those that run
effectively on edge devices and mobile platforms. The interpretability issue in deep learning models is an important
consideration for cybersecurity applications, whose detection reasoning is critical for threat analysis and system validation.
Deep learning models can be highly accurate, but because they are black boxes, it is challenging for a security analyst to explain
why a given site was labeled as phishing. Recent work has aimed to develop explainable Al methods for detecting phishing,
such as visualization of learned features, attention maps, and layer-wise relevance propagation [24]. These methods can help
bridge the gap between model performance and human knowledge, enabling security staff to test model decisions and build
confidence in automated detection frameworks. However, detailed structures that incorporate explainability into deep learning-
based phishing detectors at the design stage, rather than as a post-hoc construct, remain underdeveloped and represent a valuable
field of future research.

This literature review discusses studies on phishing detection published from 2020 to 2025, highlighting major advances in
machine learning-based systems and identifying gaps. The analysis shows that ensemble learning algorithms, especially
Random Forests and XGBoost, are state-of-the-art. Still, there is a lack of comprehensive comparative studies of hybrid feature
methods. Deep learning models have demonstrated potential but face computational efficiency and interpretability issues. The
study gaps, such as the little research on the exploration of hybrid URL-content detection systems, little research on practical
deployment studies, ineffective optimization frameworks, and lightweight models to be applied to resource-constrained
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environments, are clear reasons why this study needed to develop and implement an intelligent hybrid machine learning system.
By systematically developing, comparing, and implementing a web application, this study can address gaps in theoretical
knowledge and practical tools in research and help develop phishing-detection skills.

3. Methodology

This presents the research methodology used to develop the intelligent hybrid machine learning system for detecting phishing
websites. The research design, system architecture, data collection procedures, feature extraction methods, data preprocessing
methods, model development and training procedures, evaluation metrics, and deployment strategies are all covered under
research methodology. The paper presents holistic information that enables replication of the research and supports
methodological decisions informed by best practices identified in the literature review. Research is conducted systematically,
from data acquisition to model implementation, which guarantees scientific rigour and practical application in line with modern
standards of research in cybersecurity.

3.1. Research Design

The research design applied in this study is a quantitative approach that uses secondary data and supervised machine learning.
The study is organized as an applied data science project aimed at developing a viable solution to the real-world problem of
detecting phishing websites [92]. The quantitative method allows us to objectively analyse detection performance using
statistical indicators and comparative results, consistent with traditional methodologies in cybersecurity studies [34]. The
research uses an experimental design to compare the Random Forest and XGBoost algorithms, as these algorithms have shown
the best results in phishing detection in recent literature, with accuracies of 95-97 per cent and 96-99 per cent, respectively [18];
[26]. The rationale for the URL-only and hybrid feature settings is that studies by Yoon et al. [90] and Aljofey et al. [5]
demonstrate high accuracy with URL and content features, indicating that hybrid configurations capture complementary
information unavailable to single-feature systems. The advantages of this comparative approach include the empirical
identification of the most effective algorithm and feature configuration for detecting phishing [11]. The research employs
stratified k-fold cross-validation to provide robust performance evaluation and reduce overfitting, consistent with current best
practices for machine learning [16]. The secondary data method uses publicly available datasets from a known source. This
approach is consistent with ethical research methods by not involving human subjects and by using validated, labeled data
suitable for supervised learning. The research design includes a retrospective analysis of existing data and a prospective analysis
of new data to evaluate real-world applicability and generalisability. To successfully execute this experimental design, a
modular system architecture was created to systematically compare algorithms and feature combinations, ensuring scalability
and reproducibility.

3.2. System Architecture
3.2.1. Overall System Architecture

The phishing detection system architecture consists of five primary components: the data collection module, the feature
extraction engine, the preprocessing pipeline, the machine learning models, and the web application interface. This modular
architecture can make systematic development, testing, and maintenance easier and can be useful for scaling and future
upgrades. The process works by a series of pipelines that process the URLSs or datasets provided by users. The data collection
module is used to retrieve website content when needed during the extraction of content-based features. The feature extraction
engine extracts both URL strings and HTML content to produce rich feature vectors that support multiple feature categories,
thereby improving detection accuracy [9]. The preprocessing pipeline formats and encodes features to feed the model, ensuring
that the data is represented similarly regardless of feature type. ML models are trained to classify URLSs as either phishing or
genuine, and the outputs can be displayed in the web application interface, providing a convenient user interface [10].

The architecture has been separated using the separation of concerns, with independent modules handling specific
functionalities. This type of design offers enhanced maintainability, enabling the testability of the parts, and future maintenance
does not require modification in the entire system. It is also easy to deploy the modular structure, in which components can be
developed locally or scattered across services for production deployment. The intelligent hybrid phishing detection system has
a five-layer modular architecture, as shown in Figure 4. The architecture includes: (1) Presentation Layer which is the interface
with the user through web interface, (2) Application Layer which is the implementation of the 54 hybrid features and uses Flask
based backend services, (3) Processing Layer which is the feature extraction and preprocessing activities, (4) Model Layer
which houses the random forest and XGBoost classifiers as well as (5) Data Layer which is the management of the PhiUSIIL
dataset containing 235,795 URLSs.
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Figure 4: System architecture
3.2.2. Technology Stack

Python was chosen over other languages like R because it has a vast machine learning ecosystem, performs better in prototype-
to-production applications, and is widely used in cybersecurity research [54]. The Python libraries, including Scikit-learn and
XGBoost, were selected based on their demonstrated success in phishing detection research, particularly XGBoost's gradient
boosting, which is more effective than traditional algorithms. Flask was chosen for web deployment because of its lightweight
architecture, which allows it to serve machine learning models with minimal overhead and fewer requirements than Django or
FastAPI. Scikit-learn 1.0+ supports classical machine learning algorithms and implementations of random forests, XGBoost
1.5+ supports gradient boosting with preferred performance features, Pandas 1.3+ supports data manipulation and analysis,
NumPy 1.21+ supports numerical manipulations and array processing, and Beautiful Soup 4.10+ supports HTML parsing and
content extraction [76]. The web application is designed using the Flask 2.0+ framework, a lean, agile web framework that
supports the deployment of machine learning models [41]. The frontend is developed using HTML5, CSS3, and JavaScript to
build responsive, user-friendly user interfaces. Other libraries used include Requests 2.26+ for HTTP functionality and
retrieving website content, URLIib for URL parsing and extracting components, and Matplotlib/Seaborn for visualization
during analysis stages to support exploratory data analysis and model performance analysis. Having the technical infrastructure
in place, the major task is to obtain high-quality, representative data that reflects modern phishing strategies and the features of
authentic websites.
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3.3. Data Collection
3.3.1. Data Sources

The study uses the PhiUSIIL Phishing URL Dataset as its primary data source, a comprehensive, up-to-date dataset tailored for
phishing detection research [84]. This data is obtained from the UCI Machine Learning Repository, which includes 235,795
instances, comprising 134,850 legitimate URLs (57.2%) and 100,945 phishing URLs (42.8%), providing a large dataset for
training and evaluating robust models. The PhiUSIIL dataset has several strengths in this study. To begin with, it contains
mostly recent URLSs, gathered and processed in 2024, which remain relevant to current phishing patterns and genuine web
development principles. Second, this dataset contains 54 features derived from URLs, webpage source code, and content
analysis, providing a comprehensive characterization of website properties. Third, the dataset includes both standard features
and innovative derived features, such as CharContinuationRate, URLTitleMatchScore, URLCharProb, and
TLDLegitimateProb, which have improved discriminative power. The PhiUSIIL dataset has no missing values, indicating that
all 54 features are complete. Nevertheless, data preprocessing steps include protocols for handling missing values (as in Section
3.6.1) to ensure the methodology can be applied to future datasets. Although the PhiUSIIL training sample has no missing
values, the preprocessing protocols handle missing values to ensure the trained model is robust to missing data in real-time
detection, even when websites are unavailable or feature extraction is not possible. The class ratio, though slightly skewed
towards legitimate URLSs, falls within reasonable parameters for machine learning without the need for specialized sampling
approaches. The large size of the data set allows stratified splitting into training, validation, and test sets, with sufficient sample
sizes in each subset to effectively develop and evaluate the model.

3.3.2. Data Collection Process

The collection of phishing URLs starts with API access to the UCI Machine Learning Repository, where verified phishing
URLs and their metadata are retrieved. To adhere to the principles of responsible data collection, the collection process will
apply rate limiting to comply with the terms of service and prevent overwhelming data sources. Downloaded URLSs are verified
to ensure they are accessible and weed out invalid URLS that could introduce noise into the training dataset. For every valid
phishing URL, the system logs the URL string, timestamp, source identifier, and verification status to facilitate analysis of
temporal patterns and tracing the source. A legitimate URL collection of samples includes websites from proven directories
and a variety of websites across different categories. The sampling strategy will reflect the average distribution of website types
observed in the real world, with no sampling bias, thereby limiting the model's applicability. For every legit URL, the system
verifies that it is functioning and excludes redirects or placeholder pages that do not reflect the typical features of a legitimate
site. The collection process includes a comprehensive metadata tracking system that records the collection date, source,
category, and processing status. The target dataset will contain approximately 20,000-30,000 URLs, with equal representation
of the phishing and legitimate classes to prevent class imbalance that could bias the model's training towards the majority class

[3].
3.3.3. Data Validation and Quality Assurance

The URLSs are collected and subjected to strict validation rules to verify data quality and suitability for analysis, in accordance
with the quality assurance standards for machine learning research. Validation tests will be conducted to check the validity of
URLs with regular expression verification to detect malformed URLS, software validation by running an HTTP request to check
the active status, duplicate destruction to eliminate redundancy in the model, and category verification to make sure that the
right sites are represented in different types of websites. The quality assurance processes involve sampling and inspection of
collected URLSs by hand to ensure that labels are used correctly and that it might be mislabeled to disrupt model training, cross-
validation between sources of data to detect possible labeling errors, temporal validation that ensures that recent collection
dates are used to obtain up-to-date and relevant information and filtering of edge cases that include redirect chains, temporary
pages, or under-construction websites that can introduce noise to the dataset. The validation process records rejected URLS,
including the reasons, providing transparency into the process and allowing modifications to the collection criteria based on
observed data quality problems.

3.4. Feature Extraction

3.4.1. URL-Based Features

URL-based feature extraction analyzes URL strings without reading the webpage's content, enabling real-time detection in a
relatively short time [88]. The features are categorised into lexical, structural, and domain-based [14]. Lexical characteristics

review textual characteristics such as dots, hyphens, special characters, the counts of digits and letters, and entropy, which is
used to assess the randomness of the URL. The system identifies suspicious keywords, such as login, verify, account, or secure,
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that are commonly used in phishing attacks. Structural features include the protocol type (HTTP/HTTPS), the number of
subdomains, domain length, distribution of TLDs, path depth, query parameters, and the presence of fragments [44]. Derived
features encompass the ratio of digits to length, special characters to length, and use of IP addresses in place of domain names-
a high level of phishing indicators. Domain-based features include third-party lookups such as domain age (via WHOIS
registration), registration duration, blocklisting, and DNS record presence [11]. All these features will provide complete URL
characterisation for detecting phishing.

3.4.2. Content-Based Features

Content-based feature extraction compares the HTML, JavaScript, text content, and form elements of the content fetched from
the webpage and provides more information than the URL-only method [53]. Content-based extraction identifies sensitive
fields such as passwords, email addresses, or credit card numbers, which are strong indicators of phishing. Beautiful Soup is a
library that eases parsing HTML and building the DOM [82]. JavaScript analysis also evaluates script properties, such as
external scripts, the number of scripts, and suspicious behaviour, including redirect functions and indicators of obfuscation [2].
Metadata characteristics include the page title, the meta description, and the favicon. All content features properly deal with
missing content by providing default values [39].

3.4.3. Hybrid Feature Set

The hybrid strategy integrates URL- and content-based features into a single feature vector, enabling comprehensive website
characterization. This choice is explained by the empirical finding that hybrid feature models achieved 99.17 percent accuracy,
compared with 98.42 percent for URL-only models [26]. The increase in performance is made possible by URL features, both
structural and lexical, and by content features that display behavioral and presentation features, such as information sources
that are complementary but not redundant. To conduct the study, about 25 URL-based and 29 content-based features from the
PhiUSIIL dataset are combined. The best subset with the highest discrimination is selected using feature selection methods to
reduce dimensionality without compromising detection performance. The individual contribution of features is measured using
feature importance analysis in random Forests. In contrast, correlation analysis (r > 0.95) removes redundant features that do
not add significant information [18]. This is a systematic method that maximizes the feature space between comprehensiveness
and computational efficiency to get it into practice. After feature extraction, the raw data undergoes systematic preprocessing
to achieve consistency, eliminate noise, and prepare the features for optimal modeling.

3.5. Data Preprocessing
3.5.1. Data Cleaning and Leakage Detection

Data cleaning addresses inconsistencies and anomalies in accordance with best practices [77]. It involves removing duplicates
using URL comparison and content hashing. Missing-value treatment uses mean/median imputation for numerical features and
the mode for categorical features [56]. Outliers are identified using the Z-score and Interquartile Range (IQR) methods, and the
detected outliers are then manually examined [36]. Leakage detection was performed to reduce the dataset's feature count to 44
using two techniques: Pearson correlation analysis (threshold of 0.90) and decision stump testing (accuracy threshold of 95%).
Seven features with leaks were eliminated: URLSimilaritylndex (99.67% accuracy), LineOfCode (95.52%), NoOfExternalRef
(96.13%), NoOflmage, NoOfCSS, NoOfJS, and NoOfSelfRef. Six identifier columns (FILENAME, URL, Domain, Title, label,
target) were removed as well, ensuring the model would apply to real-world situations.

3.5.2. Data Encoding and Transformation

The preferential encoding transforms non-numeric characteristics into binary label encoding and one-hot encoding for multi-
class variables [91]. StandardScaler is applied in the numeric scaling of normally distributed features, and MinMaxScaler is
applied to restricted ranges. The training data is only fitted with parameters that avoid data leakage [19].

3.5.3. Data Splitting

The dataset is stratified into training (70%), validation (15%), and test (15%) sets, with balanced classes. Training assists in
model fitting; validation helps tune hyperparameters; and testing allows an impartial assessment of performance [37]. The fixed
random seeds are guaranteed to be reproducible.

3.6. Model Development

3.6.1. Random Forest Implementation
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Random Forest involves using the Scikit-learn randomforestclassifier with the following important hyperparameters:
n_estimators, max_depth, min_samples_split, and min_samples_leaf. External validation, Bootstrap sampling with out-of-bag
scoring, provides internal validation. The feature selection is informed by feature importance metrics that are based on Gini
reduction of impurity [18].

3.6.2. XGBoost Implementation

XGBoost is a gradient boosting algorithm that uses XGBClassifier, which has hyperparameters such as n_estimators,
learning_rate, max_depth, min_child_weight, subsample, and colsample_bytree. L1/L2 regularisation is used to avoid
overfitting, whereas early stopping is used to observe the validation performance.

3.6.3. Hyperparameter Tuning

The hyperparameter optimisation method uses GridSearchCV with 5-fold stratified cross-validation to systematically explore
the parameter space [75]. In the case of Random Forest, the nestimators [100, 200, 300, 500] were chosen based on Priya et al.
[68], who demonstrated that performance stabilized at 500 trees, with diminishing returns at the cost of computation. The range
of maxdepth [10, 20, 30, None] balances the expressiveness of a model with the risk of overfitting: with None, the model can
grow to any size for comparison. Its max_features option (max_features [sgrt, log2]) is used according to the Scikit-learn
guidelines for classification tasks, which encourage tree diversification through various feature sampling methods [74]. With
XGBoost, the default n_estimator space [100, 200, 500, 1000] enables sequential learning and allows early stopping to prevent
overfitting [64]. The range of learning rates [0.01, 0.05, 0.1, 0.3] spans from conservative (0.01 to learn cautiously) to aggressive
(0.3 to learn faster), with the best learning rates for phishing detection tasks [89] falling between 0.05 and 0.1. Various measures,
such as accuracy, precision, recall, and F1-score, are monitored by the optimization, with Fl-score being the primary
optimization objective due to its capacity to balance between the false positives (legitimate sites marked as phishing) and false
negatives (undetected phishing sites) that have severe consequences in phishing detection [43]; [15]. A set of comprehensive
evaluation metrics is used to objectively assess model performance and enable meaningful comparisons across algorithms.

3.7. Evaluation Metrics

Several measures of assessment give a comprehensive evaluation, including Accuracy, which gives an overall evaluation of
what is correctly predicted; Precision, which is a false positive rate; Recall, which is detection completeness; F1-Score, which
balances protection and detection; ROC-AUC, which evaluates discrimination at different thresholds; and Confusion Matrix,
which allows for analyzing error patterns [73].

3.8. Web Application Development

The use of the Flask application is due to its lightweight MVC architecture. The web application includes Routes and
configuration defined in the main file (app.py), and the trained models are loaded when the program starts. The interface is
organized, displays the input form in a clean format with color-coded outcomes (red: phishing, green: legitimate) and
confidence scores, and is responsive. The processes used in back-end processing include feature extraction with timeouts,
preprocessing transformations, model inference, logging, input sanitisation, and rate limiting.

3.9. Ethical Considerations

Ethical guidelines are considered by ensuring that the research adheres to them. The ethical guidelines include ensuring that
datasets utilized are publicly available and that private content is not accessed. Sensitive information was not collected, and the
study was operated under low-risk ethics approval. In addition, the presented results on transparency, reporting capabilities,
and limitations were accompanied by appropriate disclaimers regarding the accuracy of the detection.

4. Analysis of Results and Critical Discussion

This presents a comprehensive analysis of the experimental results obtained from the intelligent hybrid machine learning system
developed for phishing website detection. The primary objective of this analysis is to evaluate the effectiveness, efficiency, and
practical applicability of the proposed web application in addressing the persistent threat of phishing attacks in contemporary
cybersecurity landscapes. Phishing attacks have increased significantly in recent years, necessitating advanced real-time
detection mechanisms that maintain high accuracy. The study employed the PhiUSIIL dataset, comprising 235,795 URL
instances with 56 features, and implemented a hybrid approach combining URL-based lexical features with content-based
HTML parsing features. This methodological approach aligns with recent research by Andrade et al. [8], who emphasized the
importance of multi-feature extraction for robust phishing detection. The analysis systematically addresses six research
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questions: feature importance hierarchies, the comparative effectiveness of hybrid versus URL-only approaches, algorithm
performance benchmarking, optimal model configuration, web application deployment evaluation, and computational
performance assessment. Through rigorous statistical analysis and cross-validation procedures, this demonstrates the practical
viability of the proposed system for real-time phishing detection in production environments. The experimental methodology
followed established machine learning best practices as outlined by Kara et al. [44], implementing stratified data splitting with
a 70-15-15 ratio for training, validation, and testing, respectively. To ensure the integrity of performance metrics, rigorous
leakage detection procedures were applied, identifying and removing seven features that exhibited quasi-leaky characteristics,
including URLSimilaritylndex, LineOfCode, NoOfExternalRef, NoOflmage, NoOfCSS, NoOfJS, and NoOfSelfRef. The final
feature set comprised 44 carefully curated features that maintain independence from the target variable while providing
discriminative power for phishing classification.

4.1. Dataset Analysis and Preprocessing

The PhiUSIIL dataset serves as the foundation for this research, providing a large-scale, contemporary collection of phishing
and legitimate URLs with comprehensive feature extraction.
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Figure 5: Class distribution of the PhiUSIIL dataset showing legitimate versus phishing URL instances
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This dataset was selected for its representativeness of modern phishing tactics and alignment with the benchmark standards
established by Chaudhuri [22] for machine learning-based phishing detection research. The dataset contains URLSs collected
from multiple sources, including PhishTank, OpenPhish, and legitimate website aggregators, ensuring diversity in both attack
vectors and legitimate web content patterns. As illustrated in Figure 5, the dataset exhibits a moderate class imbalance with
134,850 legitimate instances (57.19%) and 100,945 phishing instances (42.81%). This distribution ratio of approximately 1.34:1
accurately reflects real-world URL populations and does not require aggressive resampling techniques that might introduce
synthetic artifacts. Birthriya et al. [18] noted that moderate class imbalance in phishing datasets often reflects real-world
deployment conditions, making stratified sampling sufficient to maintain classification integrity without artificial balancing
interventions. Figure 5 presents the class distribution using both bar and pie charts.

The bar chart (panel a) displays absolute counts: legitimate URLS in green (134,850) and phishing URLSs in red (100,945). The
pie chart (panel b) illustrates the proportional distribution, showing that legitimate URLs comprise 57.2% of the dataset while
phishing URLs account for 42.8%. This balanced yet realistic distribution enables effective model training without the
complications of extreme class imbalance. The preprocessing pipeline implemented several critical transformations to ensure
data quality and model reliability. Categorical variables, specifically the Top-Level Domain (TLD) feature, were one-hot
encoded, expanding the feature space from 44 base features to 678. This encoding strategy preserves the categorical nature of
TLD information while enabling gradient-based optimization algorithms to process these features effectively. Numeric features
were imputed with median values to handle missing values, and then standardised using StandardScaler to normalise feature
distributions. This preprocessing approach ensures that features with larger magnitudes do not dominate the learning process
while maintaining robustness to outliers via median-based imputation, as recommended by Gupta et al. [33] for URL-based
classification tasks.
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4.2. Feature Importance Analysis (RQ1)

Research Question 1 investigated the most significant features contributing to phishing detection accuracy. Understanding
feature importance is crucial for both model interpretability and practical deployment, as it informs security practitioners about
the characteristics that most reliably distinguish phishing websites from legitimate ones. The feature importance analysis,
conducted using the final XGBoost model’s gain-based importance metrics, revealed a clear hierarchy of discriminative features
with content-based characteristics dominating the importance rankings. As shown in Table 1 and Figure 6, content-based
features account for 65.1% of total feature importance, while URL-based features account for 34.9%. This finding challenges
the conventional approach of relying primarily on URL-based lexical analysis, suggesting that comprehensive content analysis
provides superior discriminative power. The dominance of content-based features aligns with observations by Gupta et al. [33],
who noted that sophisticated phishing operations increasingly employ URL obfuscation techniques that render lexical analysis
less effective.

Feature Importance Distribution by Category

Content-based 65.1%
URL-based 34.9%
Other 0.0%
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Figure 6: Feature importance distribution by category showing content-based feature dominance

Figure 6 displays the feature importance of distribution across three categories: content-based, URL-based, and other features.
The horizontal bar chart clearly shows that content-based features account for 65.1% of the total importance, followed by URL-
based features at 34.9%, while other features contribute negligibly (0.0%). This visualization underscores the critical role of
HTML content analysis in achieving high detection accuracy, supporting the hybrid approach adopted in this research.

Table 1: Top 10 most important features for phishing detection

Rank Feature Name Importance Category
1 HasSocialNet 0.3954 Content
2 HasCopyrightinfo 0.1434 Content
3 HasDescription 0.1214 Content
4 HasSubmitButton 0.0709 Content
5 ISHTTPS 0.0546 URL
6 NoOfOtherSpecialCharsiInURL 0.0407 URL
7 NoOfDegitsInURL 0.0347 URL
8 DomainTitleMatchScore 0.0284 Content
9 NoOfEmptyRef 0.0247 Content

10 URLLength 0.0198 URL

Table 1 presents the top 10 most important features identified through XGBoost’s gain-based importance analysis. Table 1
shows that content-based features occupy six of the top ten positions, with HasSocialNet demonstrating the highest
discriminative power (0.3954). URL-based features, including ISHTTPS, NoOfOtherSpecialCharsinURL, NoOfDigitsInURL,
and URLLength, also contribute meaningfully, indicating that a combined approach leverages complementary information
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sources for optimal detection performance. The most significant finding is the overwhelming importance of the HasSocialNet
feature (importance score: 0.3954), which alone accounts for nearly 40% of the model’s discriminative power. This feature
indicates whether a webpage contains links to social media platforms, a characteristic that legitimate websites almost
universally exhibit but phishing sites frequently omit to minimize their attack surface and avoid easy backtracking. The
prevalence of social media integration on legitimate websites has become a de facto standard in modern web design, making
its absence a strong indicator of potentially malicious intent. Kara et al. [44] similarly observed that phishing websites often
lack social integration features due to the operational overhead required to maintain convincing social presence.
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Figure 7: Top 15 most important features with importance scores and category classification

Figure 7 provides a detailed visualization of the top 15 features ranked by importance score. The horizontal bar chart uses
colour coding to distinguish between content-based features (blue) and URL-based features (red).
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Figure 8: Cumulative feature importance showing rapid convergence with top features
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HasSocialNet dominates with an importance score of 0.3954, followed by HasCopyrightinfo (0.1434) and HasDescription
(0.1214). The second and third-most-important features, HasCopyrightInfo (0.1434) and HasDescription (0.1214), similarly
reflect professional-quality indicators that distinguish legitimate websites from hastily constructed phishing pages. These
findings align with the theoretical framework that phishing websites prioritize deceptive appearance over genuine functionality,
often neglecting metadata and legal compliance elements that require ongoing maintenance. Figure 8 illustrates the cumulative
feature importance curve, showing how quickly discriminative power accumulates as the feature ranking progresses. The green
shaded area represents cumulative importance, while horizontal reference lines mark the 80% (red dashed) and 90% (orange
dashed) thresholds. The curve shows that approximately 15 features are sufficient to capture 80% of total importance, and
roughly 30 features account for 90%. This finding has practical implications for model deployment, suggesting that feature
dimensionality could be substantially reduced while maintaining strong predictive performance.

4.3. Hybrid Versus URL-Only Performance (RQ2)

Research Question 2 examined whether the hybrid approach combining URL-based and content-based features outperforms a
URL-only baseline model. This comparison is methodologically significant because URL-only systems offer computational
advantages by eliminating the latency associated with HTML fetching. At the same time, content-based features can provide
richer discriminative information at the cost of increased processing overhead. Understanding this trade-off is essential for
practitioners selecting detection approaches appropriate to their operational constraints.

Hybrid vs URL-Only Model Performance
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Figure 9: Performance comparison between hybrid and URL-only models across evaluation metrics

The experimental results, summarised in Table 2 and Figure 9, demonstrate that the hybrid approach achieves measurable
improvements across all evaluation metrics. The hybrid model achieved a test set accuracy of 99.98%, compared to 99.94% for
the URL-only baseline, resulting in a relative error reduction of approximately 60%. While the absolute improvement of 0.04
percentage points may appear modest, the practical implications are substantial when considering large-scale deployment
scenarios processing millions of URL classifications daily. Aljofey et al. [5] emphasized that even marginal improvements in
accuracy translate into significant reductions in both false positives (reducing user friction) and false negatives (preventing
successful attacks) at scale. Figure 9 presents a side-by-side comparison of hybrid and URL-only model performance across
five standard evaluation metrics. The grouped bar chart displays URL-only performance in grey and hybrid performance in
green. While both models achieve exceptional scores (all above 0.999), the hybrid model consistently outperforms the baseline
across accuracy, precision, recall, F1-score, and ROC-AUC. The most notable improvement appears in recall, where the hybrid
model’s 0.9995 exceeds the URL-only model’s 0.9990, representing enhanced detection of actual phishing instances.

Table 2: Hybrid versus URL-only model performance comparison

Metric URL-Only Hybrid Improvement
Accuracy 0.9994 0.9998 +0.040%
Precision 0.9995 0.9999 +0.040%

Recall 0.9990 0.9995 +0.053%
F1-Score 0.9993 0.9997 +0.046%

ROC-AUC 1.0000 1.0000 +0.001%
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Table 2 quantifies the performance differential between the hybrid and URL-only approaches. The improvement column shows
consistent gains across all metrics, with the largest improvement in recall (+0.053%). Table 2 provides evidence supporting the
value of content-based feature integration, particularly for security-critical applications where minimizing false negatives is
paramount. The improvement in recall (from 99.90% to 99.95%) is particularly noteworthy from a security perspective, as false
negatives represent undetected phishing attacks that could result in credential theft or financial fraud. The hybrid model’s
enhanced recall results in approximately 50% fewer missed phishing sites, significantly strengthening the detection system's
protective capabilities. These findings support the theoretical proposition that content-based features capture semantic and
structural characteristics of web pages that cannot be inferred solely from URL patterns, consistent with observations by Fucci
et al. [28] regarding the limitations of purely lexical approaches.

4.4. Algorithm Performance Comparison (RQ3)

Research Question 3 evaluated the comparative performance of Random Forest and XGBoost algorithms for phishing detection.
Both algorithms underwent identical preprocessing and hyperparameter optimisation procedures using a randomised search
with 5-fold cross-validation, ensuring a fair comparison under equivalent experimental conditions. The selection of these two
algorithms was motivated by their established effectiveness in cybersecurity classification tasks and their complementary
ensemble learning approaches—bagging for Random Forest and boosting for XGBoost.
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Figure 10: Model performance comparison between random forest and XGBoost on the validation set

The results, presented in Table 3 and Figure 10, indicate that XGBoost consistently outperforms Random Forest across all
evaluation metrics. This performance differential can be attributed to XGBoost’s sequential error correction mechanism, which
allocates computational resources to difficult-to-classify instances. In contrast, Random Forest’s parallel averaging approach
treats all instances equally during training. Figure 10 presents a comparative visualization of Random Forest (blue bars) and
XGBoost (red bars) performance across five evaluation metrics. The grouped bar chart demonstrates XGBoost’s consistent
superiority, with all metrics exceeding 0.999. The y-axis is scaled from 0.995 to 1.002 to emphasize the performance differences
at this high-accuracy range. Individual metric values are annotated above each bar, showing XGBoost achieving 0.9994
accuracy compared to Random Forest’s 0.9991, and similar advantages across precision, recall, and F1-score.

Table 3: Algorithm performance comparison on validation set

Metric Random Forest XGBoost
Accuracy 0.9991 0.9994
Precision 0.9993 0.9995
Recall 0.9986 0.9992
F1-Score 0.9990 0.9993
ROC-AUC 1.0000 1.0000
Cross-Val F1 (£std) 0.9989 (+0.0002) 0.9993 (+£0.0001)

Table 3 provides a detailed numerical comparison of the two algorithms on the validation set. The cross-validation F1-score
row is particularly informative, showing that XGBoost not only achieves higher mean performance (0.9993 vs 0.9989) but also
demonstrates lower variance (+x0.0001 vs +£0.0002), indicating more stable generalization across different data partitions.

Vol.4, No.2, 2026 124



XGBoost achieved a validation F1-score 0f 0.9993 compared to Random Forest’s 0.9990, with notably lower variance in cross-
validation performance (+0.0001 versus +0.0002). The cross-validation stability of XGBoost suggests more robust
generalization, likely attributable to its gradient-boosting approach, which sequentially corrects residual errors from previous
iterations. This iterative refinement mechanism allows XGBoost to capture subtle patterns that ensemble averaging in Random
Forest may overlook, as theoretically predicted by Kumar et al. [48].

ROC Curves Comparison
1.0

0.8

0.6

True Positive Rate

0.2

XGBoost (AUC = 1.0000)
= = Random Forest (AUC 1.0000)
--==- Random Classifier

0.0
0.0 0.2 0.a 0.6 0.8 1.0
False Positive Rate

Figure 11: ROC curves comparison demonstrating near-perfect classification for both algorithms

Figure 11 displays the Receiver Operating Characteristic (ROC) curves for both algorithms. The blue line represents XGBoost
performance, while the red dashed line shows Random Forest results. Both curves hug the top-left corner, approaching the ideal
point (0, 1), resulting in Area Under the Curve (AUC) values of 1.0000. The diagonal black dashed line represents the random
classifier baseline. The near-identical performance at this aggregate level underscores that both algorithms achieve exceptional
discrimination, though XGBoost’s advantage becomes more apparent in the detailed metrics presented in Table 3. The
confusion matrix analysis provides granular insight into the classification behaviour of both algorithms. On the validation set,
XGBoost produced only 8 false positives and 12 false negatives, compared to Random Forest’s 10 false positives and 21 false
negatives. The reduction in false negatives is particularly significant for phishing-detection applications, as missed phishing
sites pose genuine security risks that could compromise end-user safety.
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Figure 12: Confusion matrices for XGBoost (Validation Set) and final model (Test Set)
Figure 12 presents confusion matrices in a side-by-side comparison. Panel (a) shows XGBoost validation set results with a blue

color scheme, while panel (b) displays final model test set results using a green color scheme. The matrices reveal the
distribution of true negatives (TN), false positives (FP), false negatives (FN), and true positives (TP). The test set confusion
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matrix shows even better performance than the validation set, with only 1 false positive and 7 false negatives among 35,370
test instances, confirming the model’s robust generalization capability.

4.5. Optimal Model Configuration (RQ4)

Research Question 4 sought to identify the optimal hyperparameter configuration for the phishing detection system. Following
extensive randomised search optimisation over 25 iterations across the hyperparameter space, the final XGBoost configuration
achieved test-set accuracy of 99.98% with minimal error. The optimisation procedure balanced model complexity with
generalisation performance, seeking configurations that maximise validation metrics while avoiding overfitting to the training
data.

Table 4: Optimal XGBoost hyperparameter configuration

Parameter Optimal Value Search Range
n_estimators 500 [100, 200, 500]
max_depth 3 [3,6,9]
learning_rate 0.1 [0.01, 0.05, 0.1]
min_child_weight 10 [3,5, 10]
subsample 0.9 [0.7,0.8,0.9]
colsample_bytree 0.7 [0.7,0.8,0.9]
reg_alpha 1.0 [0.1,1.0,5.0]
reg_lambda 1.0 [1.0, 5.0, 10.0]

Table 4 documents the optimal hyperparameter configuration identified via a randomised search. Each row presents the
parameter name, selected optimal value, and the search range explored during optimization. The configuration balances model
complexity (controlled by max_depth and n_estimators) and regularisation (controlled by reg_alpha and reg_lambda),
achieving robust generalization while maintaining computational efficiency. Selecting a shallow maximum depth
(max_depth=3) and a high number of estimators (n_estimators=500) reflects the boosting principle of combining many weak
learners into a strong ensemble. This configuration reduces the risk of overfitting while maintaining high predictive accuracy
through iterative refinement. The regularisation parameters (reg_alpha=1.0, reg_lambda=1.0) provide additional protection
against overfitting by penalizing model complexity, consistent with the regularisation strategies recommended by Tandale and
Pawar [81] for XGBoost deployment.
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Figure 13: Error rate analysis showing minimal false positive and false negative rates

Figure 13 visualizes the error rate analysis for the final optimized model. The bar chart displays the false-positive rate (0.0049%,
red bar) and false-negative rate (0.0462%, orange bar). Both error rates are exceptionally low, with the false-positive rate
notably lower than the false-negative rate. This asymmetry reflects the inherent trade-off in classification systems, where the
model prioritizes avoiding false alarms at the slight expense of occasionally missing actual phishing instances. The final
model’s error analysis on the held-out test set shows exceptional performance, with false-positive and false-negative rates of
0.0049% and 0.0462%, respectively. In absolute terms, the model produced only 1 false positive (legitimate site misclassified
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as phishing) and 7 false negatives (phishing sites misclassified as legitimate) across 35,370 test instances. These error rates
represent an order-of-magnitude improvement over many commercial phishing detection systems and demonstrate the viability

of machine learning approaches for production deployment, as benchmarked against industry standards documented by
Albattah and Khan [3].

4.6. Web Application Deployment Evaluation (RQ5)
Research Question 5 evaluated the deployed web application (Figure 14).
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Figure 14: Phishing detector web application interface

The application deploys the trained XGBoost model with additional trust signal integration, enabling real-time phishing
detection via an intuitive browser-based interface. The deployment architecture leverages the Flask web framework and
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Gunicorn as the production WSGI server, hosted on Render’s cloud platform, and follows modern DevOps practices for
machine learning model deployment. The web application incorporates three complementary trust signal mechanisms that
enhance detection accuracy beyond the base model predictions. First, the Tranco Top 1 million domain allowlist provides
immediate classification for known legitimate domains, eliminating processing for popular websites while preventing false
positives on major platforms. Second, WHOIS-based domain age verification applies a multiplicative adjustment factor (0.5)
to domains that are 365 days or older, reflecting the empirical observation that established domains are less likely to be phishing
operations. Third, SSL certificate age verification similarly adjusts the phishing probability for certificates older than 180 days,
based on the principle that phishing sites typically use recently issued or short-lived certificates to minimise operational costs.

Table 5: Web application usability evaluation scores

Evaluation Dimension Score (9.5/10)
Ease of Use 9.5
Output Clarity 9.0
Technical Accessibility 9.5
Transparency 9.0
Response Speed 8.5
Reliability 9.5
Overall Average 9.2

Usability evaluation conducted with representative test scenarios yielded an average score of 9.2 out of 10 across six evaluation
dimensions. The system demonstrated consistent behavior across diverse URL categories, including social media platforms
(facebook.com), URL shortening services (biturl.in), government websites (cyber.gc.ca), suspicious domains (unifg.com),
corporate sites (microsoft.com), and e-commerce platforms (jumia.ci). The application correctly classified all test cases, with
Tranco-listed domains receiving immediate legitimate classification and suspicious domains appropriately flagged via model
inference and trust signal adjustments. Table 5 summarises the usability evaluation results across six dimensions. Ease of Use,
Technical Accessibility, and Reliability received the highest scores (9.5/10), indicating that the application successfully
provides an intuitive interface accessible to users without technical expertise. Response Speed received the lowest score
(8.5/10), reflecting the inherent latency introduced by network-based content fetching operations. The overall average of 9.2/10
demonstrates strong user acceptance and practical utility for end-user phishing protection.

4.7. Computational Performance Analysis (RQ6)

Research Question 6 assessed the computational performance characteristics of the phishing detection system to determine
suitability for real-time deployment.
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Figure 15: Computational performance analysis: pipeline breakdown and batch processing efficiency
Performance profiling was conducted using Python’s time module, with 100 iterations for statistical reliability, to measure

inference latency, pipeline component timing, and batch processing efficiency. Understanding computational requirements is
essential for capacity planning and infrastructure provisioning in production environments. Figure 15 presents a comprehensive
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computational performance analysis through two complementary visualizations. Panel (a) shows the pipeline time breakdown
as a horizontal bar chart, with network operations (HTML Fetch, WHOIS Query, SSL Check) dominating in red and orange,
while model-related operations (Model Inference, Content Extraction) appear in green, indicating minimal computational
overhead from the machine learning component. Panel (b) displays batch processing efficiency, showing dramatic reductions
in per-URL processing time as batch size increases from 1 to 500, demonstrating excellent scalability for high-throughput
deployment scenarios. The single-URL inference latency averaged 19.01 milliseconds with a standard deviation of 16.39
milliseconds, demonstrating sub-20-millisecond model inference suitable for real-time applications.

However, the complete pipeline, including HTML fetching, WHOIS queries, and SSL verification, averaged 342.61
milliseconds per URL. As illustrated in Figure 15, network operations account for 98.6% of the processing time: HTML
fetching accounts for 43.8% (150ms), WHOIS queries for 29.2% (100ms), and SSL certificate verification for 14.6% (50ms).
The actual machine learning inference accounts for only 5.5% of the total pipeline time, indicating that computational
optimisation efforts should focus on parallelising network operations rather than on reducing model complexity. Batch-
processing analysis revealed significant efficiency gains as batch sizes increased. Per-URL processing time decreased from
13.27 milliseconds for single-URL batches to 0.03 milliseconds for 500-URL batches, representing a 99.8% reduction in per-
URL overhead. This scaling behaviour enables high-throughput deployment scenarios that process hundreds of URLs per
second on modest hardware. The computational requirements remain minimal: approximately 15 MB model size, 200 MB
RAM usage, a single CPU core sufficient for inference, no GPU acceleration required, and 50 MB disk space for application
files. These specifications enable deployment on standard cloud instances or even edge devices for distributed protection
architectures, consistent with the lightweight deployment approaches advocated by Gupta et al. [33].

4.8. Critical Discussion

The experimental results demonstrate that the hybrid machine learning approach achieves exceptional performance in phishing
detection, with 99.98% test accuracy, representing near-ceiling performance for binary classification. However, several
considerations merit critical examination regarding the generalizability, limitations, and practical implications of these findings.
A balanced assessment of both achievements and constraints is essential for the appropriate interpretation and application of
these results. The dominance of content-based features in the importance hierarchy suggests that phishing detection
fundamentally relies on semantic and structural characteristics of web content rather than URL patterns alone. The
HasSocialNet feature’s overwhelming importance (39.54%) indicates that phishing site operators systematically omit social
media integration, likely to minimise the attack surface and avoid detection through cross-platform consistency checks. This
finding has implications for both detection systems and attacker behaviour: as detection systems increasingly leverage content-
based features, sophisticated attackers may adapt by incorporating superficial social media elements, potentially initiating an
adversarial arms race.

The near-perfect ROC-AUC scores (1.0000) achieved by both Random Forest and XGBoost warrant careful interpretation.
While these metrics indicate excellent discriminative ability on the PhiUSIIL dataset, real-world performance may differ due
to distribution shift, concept drift, and adversarial adaptation. The dataset represents a snapshot of phishing activity at a specific
point in time, and phishing tactics evolve continuously in response to defensive measures. Longitudinal validation studies
tracking performance over extended deployment periods would provide stronger evidence of sustained effectiveness. The trust
signal integration mechanism, while enhancing accuracy for known domains, introduces potential vulnerabilities. The Tranco
Top 1 million allowlist provides immediate legitimate classification without model evaluation, creating a potential avenue for
subdomain-based attacks on allowed domains. Similarly, the domain age and SSL certificate age adjustments encode heuristic
assumptions that sophisticated attackers could exploit by operating established domains or obtaining longer-validity certificates.
Future work should investigate adversarial robustness of these trust signal mechanisms and develop more resilient integration
approaches that balance efficiency gains against security vulnerabilities.

4.9. Limitations of the Study

Several limitations of this research should be acknowledged to provide an appropriate context for interpreting the results. First,
the study relied exclusively on the PhiUSIIL dataset, which, despite its substantial size, may not fully represent the diversity of
global phishing operations. Geographic, linguistic, and sector-specific variations in phishing tactics may not be adequately
captured, potentially limiting generalizability to specific deployment contexts. Future research should validate the findings
across multiple datasets that represent diverse phishing ecosystems. Second, the leakage detection and removal procedure,
while methodologically rigorous, may have excluded features that could provide legitimate discriminative value in production
settings. The conservative approach of removing all quasi-leaky features ensures unbiased evaluation metrics but potentially
sacrifices some predictive power that could be recovered through more nuanced feature engineering. Alhuzali et al. [4] noted
that distinguishing legitimate discriminative features from data leakage artefacts requires careful domain expertise to adjudicate
properly. Third, the computational performance evaluation was conducted in controlled laboratory conditions that may not
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reflect production network latencies, server load variations, or infrastructure constraints. The HTML fetching, WHOIS, and
SSL verification components are particularly sensitive to network conditions and target server responsiveness, suggesting that
real-world performance may exhibit greater variability than laboratory measurements indicate. Production deployment studies
under realistic load conditions would strengthen confidence in the reported performance characteristics. Fourth, the user study
evaluating web application usability involved a limited number of participants and scenarios. While the quantitative scores are
encouraging, broader deployment studies with diverse user populations would provide more robust evidence of practical utility
and identify potential usability barriers not captured in the initial evaluation. Additionally, the evaluation did not assess long-
term user behaviour patterns or the impact of false positives and false negatives on user trust and adoption over extended periods
of use.

This paper presented a comprehensive analysis of the intelligent hybrid machine learning system for phishing website detection,
addressing six research questions through rigorous experimental evaluation. The key findings demonstrate that content-based
features dominate phishing detection accuracy, with 65.1% of the feature importance, led by the HasSocialNet feature at
39.54%. The hybrid approach provides a measurable improvement over URL-only baselines, with a 0.04% accuracy gain,
representing approximately 60% relative error reduction, validating the methodological decision to incorporate content-based
analysis. The algorithm comparison revealed that XGBoost consistently outperforms Random Forest with enhanced cross-
validation stability (£0.0001 vs £0.0002), supporting its selection as the production model. The optimal model configuration
achieves 99.98% test accuracy with minimal error rates (FPR: 0.0049%, FNR: 0.0462%), and the deployed web application
demonstrates practical utility with a 9.2/10 usability rating across six evaluation dimensions. Computational performance
supports real-time deployment with sub-20-millisecond inference latency and efficient batch processing, achieving 99.8%
overhead reduction on a scale. These results collectively validate the research objectives and demonstrate the viability of hybrid
machine learning approaches for production phishing detection systems. The findings contribute to the growing body of
evidence supporting intelligent, multi-feature approaches to cybersecurity threat detection, while acknowledging limitations
regarding dataset representativeness, adversarial robustness, and generalizability that warrant continued investigation in future
research. The practical deployment of the system provides a foundation for real-world validation and iterative improvement
based on operational feedback.

5. Conclusion and Future Works
5.1. Conclusion

The study developed and implemented an intelligent hybrid machine learning system for phishing website detection, achieving
very high-performance metrics that confirm the effectiveness of combining URL-based and content-based features. The study
answered the research questions using a rigorous experimental methodology, confirming that content-based features, especially
HasSocialNet (39.54% importance), control the discriminative power in phishing classification. XGBoost was more effective
than Random Forest, achieving 99.98 percent test accuracy, low error rates (FPR: 0.0049 percent, FNR: 0.0462 percent), and
better cross-validation stability. The study showed that the hybrid method achieved significant improvements over URL-only
baselines, with relative errors decreasing by about 60%, demonstrating the usefulness of full-feature integration. The
implemented web interface proved practically useful, with a 9.2/10 usability score and sub-20-millisecond inference time,
supporting real-time deployment in such situations. The system's computational efficiency enables high-throughput processing,
reducing overhead by 99.8% on batch tasks, making it suitable for production settings. The study has contributed to the literature
on cybersecurity by offering empirical findings, including hybrid detection methods, a categorical examination of feature
significance, and implementation guidelines. The results have significant implications for organizations seeking effective, low-
cost protection against phishing and for individuals who need convenient tools to verify the legitimacy of URLSs.

5.2. Future Works

e Adaptive Learning Systems: To address temporal degradation, continuous learning mechanisms that automatically
retrain a model whenever new phishing patterns are discovered would be implemented. Building online learning
architectures that detect concept drift can ensure the system remains unaffected by new threats, maintaining detection
accuracy without manual intervention.

e Adversarial Robustness Enhancement: It is important to systematically evaluate adversarial attack resistance.
Future studies are to examine gradient-based attacks, content manipulation tactics, and trust signal spoofing tactics.
Building adversarial training regimes that leverage malicious training examples would increase model robustness
against advanced evasion techniques.

e Explainable Al and User Education: Transparency and Security. It would be helpful to develop explainable
detection explanations that educate the user about phishing indicators. Interactive graphs and charts that identify
suspicious items can turn the system into a black-box classifier and a learning tool to support informed decision-
making.

Vol.4, No.2, 2026 130



Behavioral Analytics and Temporal Sequence Modeling: User browsing history, user behavioural patterns, and
temporal sequences of access can serve as input to recurrent neural networks or temporal convolutional networks that
examine patterns of user-website interactions to detect contextual differences that signify phishing efforts.
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